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D. DNS Architecture 

• External (publicly accessible) DNS servers should be configured to mitigate the potential of 
cache poisoning and installed in a demilitarized zone (DMZ) or similar network architecture. 

• Separate DNS servers should be used for internal and external resolution. Refer to split DNS. 

• At least two external DNS servers should be implemented on unique network addresses and 
separate hardware, ideally on two different networks. 

• Host names should comply with RFC 1123. 

• DNS uses both User Datagram Protocol (UDP) and Transmission Control Protocol (TCP) on port 
53. External 
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Domain Name System (DNS) – A hierarchically distributed database used to name resources connected 
to a computer network. The system resolves computer host and service names to computer addresses 
and vice versa. 

Domain – An environment or context that includes a set of system resources and a set of system entities 
that 
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