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Abstract:   This guideline is classified as “Public” and was developed for internal use.  The purpose of 
the guideline is to complement the USG IT Handbook 
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INTRODUCTION 
The purpose of the guideline is to complement the USG IT Handbook by providing a National Institute of 
Standards and Technology (NIST) 
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IDENTIFY 
Technology Type Tool Name URL 

Asset  
Management 

AssetTiger https://www.myassettag.com/assettiger 

ERPNext https://erpnext.com/ 

GLPI ITSM https://glpi-project.org/ 

I-doit https://www.i -doit.org/ 
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DHCPShock https://github.com/byt3bl33d3r/DHCPShock 

Diagon https://github.com/Project-Prismatica/Diagon 

Digestive https://github.com/eric-conrad/digestive 

DynaPstalker https://github.com/joswr1ght/dynapstalker 

EAP-MD5-Crack https://github.com/MarkBaggett/MarkBaggett/blob/master/eapmd5crack.py 

EAPMD5Pass https://github.com/joswr1ght/eapmd5pass 

Emergence https://github.com/Project-Prismatica/Emergence 

EmuRoot https://github.com/airbus-seclab/android_emuroot 

evtxResourceIDGaps https://gist.github.com/joswr1ght/3d6b18b2150bd3ce1dd10d00ca2029b0 

GCat https://github.com/byt3bl33d3r/gcat 

Gryffindor https://github.com/Project-Prismatica/Diagon 

heimdall https://gitlab.com/r00k/heimdall
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PROTECT 

Technology Type 
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BoxCryptor https://www.boxcryptor.com/en/ 
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OpenVPN https://openvpn.net/ 

Outline VPN https://getoutline.org/en/home 

PriTunl https://pritunl.com/ 

SoftEther https://www.softether.org/ 

Streisand https://github.com/StreisandEffect/streisand 

StrongSwan 
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RESPOND 

Technology Type Tool Name URL  

Incident 
Response  

Cyphon https://www.cyphon.io/ 

GRR Rapid Response https://grr-doc.readthedocs.io/en/latest/ 

PatrOwl https://www.patrowl.io/home 

Rastrea2r https://github.com/rastrea2r/rastrea2r 

REMnux https://remnux.org/ 

CyberCPR https://www.cybercpr.com/ 

Shuffle https://shuffler.io/ 

SIFT Workstation https://digital-forensics.sans.org/community/downloads 

The Hive https://thehive-project.org/ 

Forensics 

AmcacheParser https://f001.backblazeb2.com/file/EricZimmermanTools/AmcacheParser.zip 

analyzeEXT file:///C:/Users/kmarshall/Documents/Curriculum Overall/Free/github.com/halpomeranz 

APOLLO https://github.com/mac4n6/APOLLO 
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LECmd 
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RECOVER 

Technology Type Tool Name URL  

Backup 

Areca https://www.areca.com.tw/ 

BackupPC https://backuppc.github.io/backuppc/ 

Bacula https://www.bacula.org/ 

Bareos https://www.bareos.org/en/ 

Clonezilla https://clonezilla.org/ 

Duplicati https://www.duplicati.com/ 

Urbackup https://www.urbackup.org/ 
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